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Guide to helping with blocked IP address

YOU RECEIVE THE FOLLOWING ERROR MESSAGE

B Instead of Internetbanking (Internetbanking, 24You, MobileBanking, BusinessNet) the following
error message appears:

Z#Bank Austria ... UniCredit

Unter der aufgerufenen Adresse kann keine giiltige Webseite gefunden werden oder die von Ihnen verwendete IP-Adresse ist aufgrund schlechter Reputation fiir den Zugriff auf die Internet Banking Services der Bank Austria gesperrt.

um zur Startseite zu gelangen.
pernet Verbinden ur.d stellen Sie sacher, dass Sie keine Ancnymisierungs-Software wie TOR oder anonyme lelcs oW cmlcn Wenn Sie der Memnung
g Servicelme

Ste kénnen versuchen den Service emeut aufzurufen, klicken Sie batte haer https:'wwow bankau
Wenn Sie diese Meldung daverhaft eshalsen prufen Sie bine das Netrwerk tber das Sae sich mi
sand, dass es sich um einen Fehler handelt ersuchen war Sie ein Mail unter Angabe der Support ID 01015 12024123966447352838 an folgenden Adresse ru senden, butte klicken Sie haer um ein Mail za erstellen: Ol

Ihr Bank Austria Internet Banking Team Hetline +43 30503 26100

No valid page was found under the address entered or the [P-address used by you has a bad reputation and is therefore blocked for access to Bank Austria Internet Banking Services.

Youmay wy 10 call the service again, please click here hitps. ‘v bankaysuria at. for the home page
you permanently recerve this message please check your aetwork conection and make sure ¥ou are ot using anonymuizer softwase ke TOR or anonymous proxies. 1f you think thisis i error please send us an e-mail o the follawing address, quoting the

‘:I-)lwrl ID 01015 12024125966447352838. Please click here 10 send an e-mail: Onl

Your Bank Austria Insernet Banking team Hotline <43 50505 26100

Figure 1

B This error page is displayed if you have either selected an invalid address (URL) or want to access
Bank Austria's Internet banking from a blocked IP address.

B To ensure that you have not selected an invalid address, please login to our website at
https://www.bankaustria.at/

B If you continue to receive the message, access from your IP address is blocked due to UniCredit
security measures. The cause can be a security-relevant incident with the IP address, i.e. the
computer at your IP address could be affected by malware or viruses, but this is not mandatory.
In the case of so-called dynamic IP addresses, this incident may also have originated from a
previous user. Your Internet provider can tell you which type of IP address you use.
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HOW DO | SOLVE THE PROBLEM STEP BY STEP?

B You must first find out your IP address:

Under e.g. https://www.wieistmeineip.at you can display your own IP address.

Startseite Speedtest™ Anbleter™ Tarifrechner™ Tipps & Tools™ Forum Login™ f v

WIE IST
QMEINE IP.D

Ihre System-Informationen: @ Windows7 @ Intérmnet

SPEEDTESTSTARTEN %™ PINGTEST STARTEN @ ANBIETER VERGLEICHEN Eﬁl

Ihre IPv6-Adresse lautet:
vicht vorhanden @

hre IP-Adresse lautet:

165.24.25.12

xplorer 11.0 o5 Osterreich

Figure 2

M Verify your IP address via the Internet security company "Brightcloud”

B Go to https://www.brightcloud.com/tools/url-ip-lookup.php and enter your IP address in the field

provided. Then click on the marked field (see screenshot) and follow the instructions on the

screen. Finalize your check with a click on "Look Up".

BrightCloud® Threat Intefligence * About Webroot BrightCloud Web Service Cart URL or IP Lookup

WEBROOT

Brightcloud. Threat /nfel!(’geﬂ[’e HOME BRIGHTCLOUD SERVICES + SUPPORT + ABOUT +

g0k up URL or IP:

Enter a URL or IP address to view a complete threat, content, and reputation analysis

™
Ich bin kein Roboter.
nCAPTOA

0 Rave 3 mutaly execuled Mreemant win Welroct. Pose
126 3Pty 10 YOUT USe Of 11 BASPACIOLT Senvice. If you 00 Pot
Aave 3 mukally executed djreement wil VWebeoct, by clckng
“LOOK U= you gree 15 T 1eems 300 Congmons of e

Segracious Trest nterigence Sarvice o Exterprae Agraement

Figure 3

B If your IP address is blocked, you can recognize this by the red callsign next to your IP address. In this
case, it is recommended that you request a verification of your IP address. You can do this under
"Request a Change" by entering your IP address and your mail address a second time. Then click again
on the marked field (see screenshot) and follow the instructions on the screen. Finalize your

application by clicking on "Submit".
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BrightCloud* Threst Infeiligence - Azout Wetroot BraghtCloud Web Senvice Can URL or 1P Lookup

WEBROOT

- . T I RIGHT RVICES v SUPPORT v  ABOUT +
BrlghtCIoud I hreat Intelligence SISt MRSt SRR 22

Look up URL or IP: 0 a./‘“./_/‘/‘.sg

™ IP Threat Status: (1)

CASTCA
Sewer e A

Ich bin kein Roboter.

Content on this IP

Hioh Risk Since one IP address may host multiple sites, content
& hosted on this IP may have a different reputation score

Request an IP threat status change than for the IP
LOOK UP
Show content data for this IP

L
I 850 = 5t 438 of e BegRCouE Serven ¥ oy 83 8
88 § Mty S18CLBE BTRemen: AT 1VEOTIK. By SERRG

e T IP Threat Analysis

SrgeeTae Trves etwnc Sanace ' SrwTree Ageerent
Threat Found

Proxy
Request a Change:

URL Ol
Your email: * Geographic Location
City: wien
(Only used to follow up with your request.) State: wien
Region: NA
Your product/integration Country: austria

Latitude: 48.20861111
Longitude: 16.37416666

?
(Not sure of your product or integration? You o e .

may leave this blank.) Camier: liberty global operations

- 5 b.v.
Addnz:alcmmemsabwtm Top Level Domain: at
pe Second Level Domain: surfer
(Please provide any detais to help us

process your request) 150 Characters Max

™
Dmnm:ﬁimwﬁiﬁ IP Virtually Hosted Domains @
Total Virtually Hosted: 0
“ High Risk Suspicious Moderate Risk Low Risk Trustworthy
Figure 4
WHAT HAPPENS NOW?

B Your request will now be processed and reviewed. Within a maximum of 48 hours (usually much
faster), you will receive an e-mail to the e-mail address you provided, informing you that your
application has been approved or rejected.

B If, contrary to expectations, you receive a rejection, we recommend that you have your PC or
network checked by a specialist. Alternatively, you can contact your Internet provider.

B For further questions and support please contact our hotline. Please contact
online.banking@unicreditgroup.at by quoting the SupportID from the lock screen (see Figure 1).
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